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DETAILED ACTION 



1 . The amendment filed 6/24/04 is objected to under 35 U.S.C. 132 because it 
introduces new matter into the disclosure. 35 U.S.C. 132 states that no amendment 
shall introduce new matter into the disclosure of the invention. The added material 
which is not supported by the original disclosure is as follows: the original embodiment 
of controlling an aircraft is disclosed using a "rudder controller" of the aircraft as recited 
in the originally filed specification, the provisional application 60/482807 that this 
application claims priority to and the originally filed drawings, removing "rudder" from the 
specification and the drawings is broadening the scope and is equivalent to introducing 
new subject matter of controlling the aircraft using any controller and no specific 
controller. 

Applicant is required to cancel the new matter in the reply to this Office Action. 

2. The subject matter disclosed in claims 6-11, 13-16, 18, 22-23, 27-29, 31-33, 35- 
37, 40, 45, 48-49, 53-54, 56-58 is denied priority to provisional 60/482807 and have the 
filling date of this application (8/18/03) because it is not recited anywhere in the 
provisional application. For example "comparing of the user characteristic against 
biometric information stored in the one computer" recited in claim 6, is not found 
anywhere in the provisional. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
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art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claims 26, 39, 52 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the enablement requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to enable one skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. 

Claim 26, recites "engaging or disengaging the auto pilot where it is determined 
that an authorized person is in the pilot or copilot seat". This feature is not enabled by 
the specification because as shown in Fig. 4, at step 228 when it determined an 
authorized pilot in seat, the system allows disengagement of auto pilot (not engaging or 
disengaging). 

As to claims 39, 52, refer to claim 26 rejection. 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 13 and 46 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 13 recites the limitation "the control" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 
As to claim 46 refer to claim 13 rejection. 
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Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

8. Claims 1-5, are rejected under 35 U.S.C. 102(e) as being anticipated by Seah et 
al. (U.S. Patent Application Publication 2003/0071743). 

As to claim 1, Seah discloses a security mechanism for identifying authorized 
users comprising: 

a controller operable by a user [cockpit double door module or autopilot 
subsystem or communication systems (controller) used by user (i.e. operable by a user) 
(col. 3, [0050])]; 

one or more security devices to identify the user attempting to operate the 
controller [fingerprint devices, retina scanners (security devices) to identify the user 
trying to gain access to the controller (col. 3, [0050])]; and 

one or more monitoring devices to determine whether the user identified is 
authorized to operate the controller [on-board computer system (monitoring device) 
(Fig. 2, item 36) to determine whether the user is authorized to gain access or not (col. 
3, [0050])]. 

As to claim 2, Seah further discloses, wherein the one or more security 
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devices comprise at least one biometric device [col. 2, 0045]. 

As to claim 3, Seah further discloses, a fingerprint/pulse reader on the controller 
[biometric devices are integrated into the cockpit double door module or autopilot 
subsystem and includes fingerprint reader (i.e. on the controller) [col. 3, 0050]. 

As to claim 4, Seah further discloses, wherein the at least one biometric device 
further comprises a retina reader on the controller [biometric devices are integrated into 
the cockpit double door module or autopilot subsystem and includes retina scanner (i.e. 
on the controller) [col. 3, 0050]. 

As to claim 5, Seah further discloses, wherein the controller comprises a control 
of an aircraft [autopilot module is a controller that controls an aircraft (col. 3, 0050)]. 
9. Claims 8-9, 12-18, 20-22, 27-31 , 33-35, 40-41 , 44-48, 53, 58 are rejected under 
35 U.S.C. 102(e) as being anticipated by Riley (U.S. Patent Application Publication 
2003/0067379). 

As to claim 8, Riley discloses a security system for restricting operation of an 
aircraft comprising: 

one or more biometric devices for reading biometric information of a person 
attempting to operate the aircraft [scanning means such as fingerprint scanning device 
7, or devices, mounted on the primary aircraft controls or any other suitable location on 
the cockpit (col. 3, [0038])]; 

one or more monitoring systems in communication with the one or more 
biometric devices, the one or more monitoring systems comparing the biometric 
information read by the one or more biometric devices against stored biometric 
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information concerning authorized persons to operate the aircraft [microprocessor 
module 2 (monitoring system in communication with biometric devices) receives the 
fingerprint image from the fingerprint scanning device 7 (col. 3, [0038]), the 
microprocessor control module 2 compares the user's fingerprint received from the 
biometric scanner 7 with a stored fingerprint template to authenticate the user (col. 4, 
[0042])]; and 

one or more control mechanisms in communication with the one or more 
monitoring systems to regulate operation of the aircraft based on whether or not an 
authorized person has been identified [a communication module 3 (control mechanism) 
is connected to (in communication with) the microprocessor 2 and connected to 
transponder or autopilot (control mechanisms) (col. 5, [0048]), the operation of such 
control mechanisms is regulated based on the verification result (col. 2, [0023], col. 5, 
[0050])]. 

As to claim 9, Riley further discloses, wherein the one or more biometric devices 
comprises a fingerprint reader on at least one of a control of the aircraft [col. 5, [0048], 
Figs 1 , 2 and 3], an access door to the cockpit area, or an access door to a storage 
compartment. 

As to claim 12, Riley further discloses, wherein the one or more monitoring 
systems comprises at least one computer [Fig. 1 , microprocessor 2] and the one or 
more biometric devices comprises at least one of a fingerprint reader [fig. 1 , fingerprint 
reader 7], a pulse reader or a retina reader. 
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As to claim 13, Riley further discloses, wherein the one or more control 
mechanisms comprises at least one of the auto pilot control system (col. 2, [0014]), the 
control [Fig 1, item 11, Fig.2, item 7, Fig. 3, item12, (col. 5, [0048])], aircraft beacon 
system [aircraft transponder (beacon) (col. 4, [0043])], a GPS system (col. 4, [0041]) or 
any system controlled by the control. 

As to claim 14, Riley discloses a method for regulating operation of an aircraft 
comprising: 

storing biometric information electronically regarding persons of a designated 
flight authorized to operate the aircraft [authorized flight personnel having their 
fingerprint images (biometric information) stored in smart card memory (electronic 
storage) (col. 4, [0046]); 

reading biometric information from any person attempting to operate the aircraft 

(col. 5, [0048]); 

comparing the read biometric information against the stored biometric information! 
to aircraft is authorized to operate the determine whether the person attempting to 
operate the aircraft (col. 5, [0050]); and 

allowing authorized persons to operate the aircraft [when the fingerprint matches 
the stored fingerprint, the identity of the person operating the aircraft controls is 
authenticated (col. 5, [0050]) and the user is allowed to operate the aircraft col. [0013]). 

As to claim 15, Riley further discloses, comprising performing a biometric check 
of persons authorized to operate the aircraft prior to flight (col. 1 , [0013]). 
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As to claim 16, Riley further discloses, wherein operating comprises at least one 
of flying the aircraft [providing in-flight aircraft flight crew authentication (i.e., flying the 
aircraft) (col. 1 , [001 3])], opening an access door to the cockpit area, or opening an 
access door to a storage compartment. 

As to claim 17, Riley further discloses, wherein attempting to fly the aircraft 
comprises grasping of a control [Fig. 1 , shows fingerprint device 7 located on the control 
yoke 1 1 of an aircraft and a crew member trying to fly the aircraft have to grasp that 
control yoke in order to fly the aircraft]. 

As to claim 18, Riley further discloses, wherein reading biometric information 
comprises at least one of reading fingerprints, pulses or retina of the person attempting 
to fly the aircraft when the person is grasping the control [Fig. 1 , shows fingerprint 
device 7 (biometric information reader) located on the control yoke 11 of an aircraft and 
a crew member trying to fly the aircraft have to grasp that control yoke in order to fly the 
aircraft] or attempting to open an access door to the cockpit area or storage 
compartment. 

As to claim 20, Riley further discloses, further comprising restricting function of 
the control if it is determined that the person is not authorized to fly the aircraft [upon 
failure to authenticate identity of the person at the controls of the aircraft, a signal is sent 
to the autopilot system to instruct it to fly a safe flight pattern and to disable the manual 
flight controls (restrict function of control) (col. 2, [0023], col. 5, [0050])]. 
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As to claim 21 , Riley further discloses, further comprising operating the aircraft in 
auto pilot mode when an unauthorized person attempts to fly the aircraft (col. 2, [0023], 
col. 5, [0050]). 

As to claim 22, Riley further discloses, further comprising alerting authorities 
outside of the aircraft when an unauthorized person attempts to fly the aircraft (col. 2, 
[0022], col. 5, [0050]). 

As to claim 27 refer to claim 14 rejection. 

As to claim 28 refer to claim 1 5 rejection. 

As to claim 29 refer to claim 16 rejection. 

As to claim 30 refer to claim 17 rejection. 

As to claim 31 refer to claim 18 rejection. 

As to claim 33 refer to claim 20 rejection. 

As to claim 34 refer to claim 21 rejection. 

As to claim 35 refer to claim 22 rejection. 

As to claim 40 refer to claim 8 rejection. Riley further discloses an aircraft 
comprising a controller operable to fly the aircraft [Fig. 1 , shows the control yoke 11 of 
an aircraft used to fly the aircraft]. 

As to claim 41 refer to claim 9 rejection. 

As to claim 44 refer to claim 12 rejection. 

As to claim 45 refer to claim 13 rejection. 

As to claim 46 refer to claim 20 rejection. 

As to claim 47 refer to claim 21 rejection. 
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As to claim 48 refer to claim 22 rejection. 

As to claim 53, Riley further discloses, further comprising a GPS system in 
communication with the one or more monitoring systems for sending position 
information to designated locations when at least one of an unauthorized person is 
identified [when an unauthorized person is identified at the controls of the aircraft, a 
signal or message is communicated to an appropriate outside parties (designated 
locations) (col. 2, [0022]). The predetermined message or signal is sent to parties 
outside the aircraft such as air traffic control tower (designated locations) from the 
aircraft's onboard transponder and/or communication system 3 in communication with 
the microprocessor control module 2 (monitoring system), the communication system 3 
includes a GPS system and relay the positional data provided by the GPS in the 
predetermined emergency signal (col. 3, [0041])] or the aircraft flies off its normal 
course. 

As to claim 58, Riley further discloses, further comprising an aircraft beacon 
system in communication with the one or more monitoring systems, wherein an 
unauthorized person is unable to turn off the aircraft beacon system [when an 
unauthorized person is identified at the controls of the aircraft, a signal or message is 
communicated to an appropriate outside parties (col. 2, [0022]). The predetermined 
message or signal is sent to parties outside the aircraft such as air traffic control tower 
from the aircraft's onboard transponder (beacon) and/or communication system 3 in 
communication with the microprocessor control module 2 (monitoring system) (col. 3, 
[0041]). The onboard communications device, such as a transponder communicates 
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with parties outside the aircraft with radio frequency (i.e., the transponder is a RF 
transmitter which reads on beacon), the transponder is always active (i.e., cannot be 
turn off) (col. 4, [0043])]. 

Claim Rejections - 35 USC § 103 

1 0. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 1 . Claims 6-7are rejected under 35 U.S.C. 103(a) as being unpatentable over Seah 
et al. (U.S. Patent Application Publication 2003/0071743) as applied to claim 1 above, 
and further in view of Gehlot (U.S. Patent 6,167,333). 

As to claim 6, Seah discloses a biometric subsystem such as fingerprint and 
retina devices in communication with the onboard computer (monitoring device) to 
identify and authenticate a person trying to gain access to part of the airplane or control 
systems such as autopilot as being authorized or not (col. 2, [0045], col. 3, [0050]) 
without disclosing the details of the identification or authentication process. Seah does 
not specifically disclose, wherein the one or more monitoring devices comprises at least 
one computer and the one or more security devices comprises at least one biometric 
device, with the at least one biometric device reading a characteristic of the user that is 
compared against biometric information stored in the at least one computer. However 
identifying a user by comparing a characteristic of the user (fingerprint or retina scan) 
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against biometric information stored in the computer is conventional and well known in 
the art as disclosed by Gehlot. Gehlot discloses a system for preventing an 
unauthorized access to a vehicle, plane (airplane) and the like (col. 3, lines 38-51). The 
system comprises a vehicle data processor (VDP) that compares received physical data 
of the user such as fingerprint or retina scan with previously stored physical data to 
determine whether the user is authorized (col. 2, lines 9-1 1 , col. 3, lines 18-32, col. 5, 
line 63-col. 6, line 6). It would have been obvious to one having ordinary skill in the art 
at the time the invention was made to use the teachings of Gehlot to modify Seah's 
mechanism, by comparing received physical data of the user such as fingerprint or 
retina scan with previously stored physical data to determine whether the user is 
authorized and deter unauthorized use of a vehicle and prevent theft or hijacking of the 
vehicle. 

As to claim 7, both Seah [autopilot subsystem, communications system (one or 
more control mechanisms in communication with the onboard computer, controls 
access to the autopilot module and communication system based on whether or not the 
user is authorized (col. 3, [0050] and [0051])] and Geholt [Fig. 1, ignition system, fuel 
flow system, transmission system (one or more control mechanisms) in communication 
with the VDP, controls access to these control mechanisms based on whether or not the 
user is authorized] further discloses, further comprising one or more control 
mechanisms in communication with the one or more monitoring devices, with the one or 
more monitoring devices regulating the one or more control mechanisms to restrict 
operation based on whether or not the user is authorized to operate the controller. 
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12. Claims 10-11, 19, 32 and 42 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Riley (U.S. Patent Application Publication 2003/0067379) as applied 
to claims 8, 14 and 27 above, and further in view of Osten et al. (U.S. Patent 
5,719,950). 

As to claim 10, Riley discloses the use of a fingerprint scanner (biometric device) 
that has live finger detection capabilities to add a further measure of security (col. 3, 
[0039], last nine lines), the fingerprint scanner is mounted on the aircraft's control yoke 
1 1 (control of aircraft) (Fig. 1 , Yoke 1 1 , fingerprint scanner 7). Riley does disclose the 
specifics of the fingerprint scanner (biometric device) that has live finger detection 
capabilities and is silent about, wherein the one or more biometric devices comprises a 
pulse reader on at least one of a control of the aircraft, an access door to the cockpit 
area, or an access door to a storage compartment. However, using a pulse reader with 
the fingerprint scanner (biometric device) to detect a live finger in the context of access 
control is conventional and well known in the art as disclosed by Osten. 

Osten discloses a biometric system to assure that an individual seeking biometric 
authentication, recognition or access is actually present for authentication. For example, 
in a fingerprint scanner whether the finger is attached to a living human being or an 
electronic or photographic reconstruction of the fingerprint or dismemberment of the 
finger is used (col. 1, line 56-col. 2, line 10). One or more non-specific biometric 
parameters (e.g., bone structure, EKG signals, pulse, and spectral characteristics of 
human tissue (col. 2, line 66-col. 3, line 13) used in combination with one or more 
unique, inherently specific biometric parameters (e.g., fingerprints, handwriting and 
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retinal configuration) (col. 2, lines 54-65) provides extremely high precision protection 
against circumvention, and does not require time consuming and inordinate 
measurement for authentication for purposes such as access control to a secure 
function or fitness to perform a function (col. 3, lines14-20). Inherently specific and non- 
specific biometric parameters can be concurrently and non-invasively gathered for 
recognition, comparison, and authentication (col. 4, lines 43-46). It would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use 
the teachings of Osten to modify Riley's security system by using a pulse reader in the 
fingerprint scanner to achieve a live finger detection capabilities (as disclosed by Riley) 
and concurrently gathering inherently specific (fingerprint, and retinal configuration) and 
non-specific (EKG signals, pulse, and spectral characteristics of human tissue) 
biometric parameters (as disclosed by Osten) in order to add a further measure of 
security and to provide extremely high precision protection against circumvention, and 
does not require time consuming and inordinate measurement for authentication for 
purposes such as access control to a secure function or fitness to perform a function. 

As to claim 1 1 , Osten further discloses, wherein the one or more biometric 
devices comprises a retina reader mounted in the cockpit area or on the control of the 
aircraft [multiple biometric parameters are used for individuals seeking authentication 
with security measures that potentially avoid false authentication (col. 4, lines 50-53), 
biometric parameters are fingerprints, signature and retinal configuration (col. 2, lines 
54-65). 
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As to claim 19, refer to claim 10 and 1 1 rejections. Riley further discloses, as 
shown in Fig. 1, a biometric information reader (fingerprint device 7) located on the 
control yoke 1 1 (control) of an aircraft and a crew member trying to fly the aircraft have 
to grasp that control yoke in order to fly the aircraft, i.e. the biometric information is read 
when the person is grasping the control. 

As to claim 32, refer to claim 1 9 rejection. 

As to claim 42, refer to claim 10 rejection. 
1 3. Claims 23, 25-26, 36, 38-39, 49, 51 -52, 54-57 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Riley (U.S. Patent Application Publication 
2003/0067379) as applied to claims 14, 27 and 40 above, and further in view of Seah et 
al. (U.S. Patent Application Publication 2003/0071743). 

As to claim 23, Riley further discloses sending a predetermined signal and /or 
message to parties outside the airplane such as air traffic control tower upon detection 
of an unauthorized person (col. 3, [0041], col. 5, [0050]). Riley does specifically disclose 
sending of at least one of biometric information or photograph read from an 
unauthorized person to authorities outside of the aircraft. 

Seah discloses a monitoring and incident management system for an aircraft. A 
monitoring device 50, such as a video camera is preferably located within the cockpit 
doorframe to enable crewmembers and the ground center 14 to observe any one 
entering the door module (col. 2, [0045]). A surveillance and sensor subsystem 24 
comprises a variety of devices (such as a video camera) to detect potential threats to 
the safety of the aircraft and enable the ground center to monitor activities inside the 
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aircraft (col.3, [0052]). Compressed video images (photograph of unauthorized person) 
transmitted to the ground station (authorities outside the aircraft), so that ground troops 
waiting at a forward command post can have access to the video data captured by the 
video module before storming the aircraft (col. 3, [0057]). It would have been obvious to 
one having ordinary skill in the art at the time the invention was made to use the 
teachings of Seah to modify Riley's security system by transmitting video images of a 
persons entered unauthorized portions of the aircraft (photograph of unauthorized 
person) to the ground station (authorities outside the aircraft, in order to ground troops 
waiting at a forward command post can have access to the video data captured by the 
video module before storming the aircraft. 

As to claim 36, refer to claim 23 rejection. 

As to claim 49, refer to claim 23 rejection. 

As to claim 25, Riley further discloses, as shown in Fig. 1 , a biometric information 
reader (fingerprint device 7) located on the control yoke 1 1 (control) of an aircraft, which 
is normally controlled by a person flying the aircraft and is seated in the pilot or copilot 
seat. Riley does not specifically disclose, wherein reading biometric information 
comprises a retina read of the person attempting to fly the aircraft when the person is 
seated in either a pilot or copilot seat. 

Seah discloses a monitoring and incident management system for an aircraft. 
A biometric device, such as a fingerprint or retinal scanner is provided (col. 2, [0045]). 
The biometric subsystem is integrated into the autopilot subsystem or the 
communications system, to determine whether a person trying to gain access to these 
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controls is authorized (col. 3, [0050]. As shown in Fig. 10, the main instrument panel 74 
is located in front of the pilot and copilot seats 78, 80 and the control stand 76 is 
positioned between the two seats 78 and 80. The autopilot subsystem or the 
communications system are normally located on the main instrument panel 74 and 
control stand 76, i.e. proximate to the pilot and copilot seats. The biometrics subsystem 
will prevent a hijacker or terrorist at the pilot seat from controlling the aircraft 1 2 (col. 6, 
[00123]). It would have been obvious to one having ordinary skill in the art at the time 
the invention was made to use the teachings of Seah to modify Riley's security system 
by using a retina reader to determine whether a person at the pilot seat is authorized in 
order to prevent a hijacker or terrorist at the pilot seat from controlling the aircraft. 

As to claim 26, both Riley (col. 5, 0050]) and Seah (col. 3, [0051] further disclose, 
further comprising engaging or disengaging the auto pilot where it is determined that an 
authorized person is in the pilot or copilot seat. 

As to claim 38, refer to claim 25 rejection. 

As to claim 39, refer to claim 26 rejection. 

As to claim 51 , refer to claim 25 rejection. 

As to claim 52, refer to claim 26 rejection. 

As to claim 54, Riley does not disclose, further comprising one or more biometric 
devices associated with at least one of a door to the cockpit area or a door to a storage 
compartment to restrict access to designated persons. 

Seah discloses a monitoring and incident management system for an aircraft. 
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A biometric device, such as a fingerprint or retinal scanner is provided (col. 2, [0045]). 
The biometric subsystem is integrated into a double-door module of the cockpit, to 
determine whether a person trying to gain entry to the cockpit is authorized (col. 2, 
[0045], col. 3, [0050 and Fig. 10]. It would have been obvious to one having ordinary 
skill in the art at the time the invention was made to use the teachings of Seah to modify 
Riley's security system by using a biometric associated with a door to the cockpit area 
in order to deny entry to the cockpit to any person not authorized to be in the cockpit, as 
determined by the biometric device and to prevent a hijacker or terrorist from controlling 
the aircraft. 

As to claim 55, seah further discloses, wherein the one or more biometric 
devices comprises a fingerprint reader (col. 2, [0045]). 

As to claim 56, seah further discloses, further comprising a camera mounted on 
the cockpit area adapted for at least one of taking a retina read of designated persons in 
response to sensed motion or a photograph of designated persons (col.2, [0045]). 

As to claim 57, seah further discloses, further comprising devices for transmitting 
the photograph to authorities outside of the aircraft (col. 2, [0045], col. 3, [0052] and 
[0057]). 

14. Claims 24, 37 and 50 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Riley (U.S. Patent Application Publication 2003/0067379) as applied to claims 14, 
27 and 40 above, and further in view of the combination of Osten et al. (U.S. Patent 
5,719,950) and Ott (U.S. Patent 5,719,950). 
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As to claim 24, Riley discloses the use of a fingerprint scanner (biometric device) 
that has live finger detection capabilities to add a further measure of security (col. 3, 
[0039], last nine lines), the fingerprint scanner is mounted on the aircraft's control yoke 
1 1 (control of aircraft) (Fig. 1 , Yoke 1 1 , fingerprint scanner 7) and send an alert signal to 
parties outside the aircraft such as air traffic control tower (authorities) upon detection of 
an unauthorized person (col. 3, [0041], col. 5, [0050]). Riley does disclose the specifics 
of the fingerprint scanner (biometric device) that has live finger detection capabilities 
and is silent about, wherein reading biometric information comprises reading pulses of 
the person when the person is grasping the control, the method further comprising 
alerting authorities outside of the aircraft when there is an unusual pulse reading from 
the person. However, using a pulse reader with the fingerprint scanner (biometric 
device) to detect a live finger in the context of access control is conventional and well 
known in the art as disclosed by Osten. 

Oaten discloses a biometric system to assure that an individual seeking biometric 
authentication, recognition or access is actually present for authentication. For example, 
in a fingerprint scanner whether the finger is attached to a living human being or an 
electronic or photographic reconstruction of the fingerprint or dismemberment of the 
finger is used (col. 1, line 56-col. 2, line 10). One or more non-specific biometric 
parameters within a specific range (e.g., bone structure, EKG signals, pulse, and 
spectral characteristics of human tissue (col. 2, line 66-col. 3, line 13, lines 56-67) used 
in combination with one or more unique, inherently specific biometric parameters (e.g., 
fingerprints, handwriting and retinal configuration) (col. 2, lines 54-65) provides 
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extremely high precision protection against circumvention, and does not require time 
consuming and inordinate measurement for authentication for purposes such as access 
control to a secure function or fitness to perform a function (col. 3, lines14-20). 
Inherently specific and non-specific biometric parameters can be concurrently and non- 
invasive^ gathered for recognition, comparison, and authentication (col. 4, lines 43-46). 
It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to use the teachings of Osten to modify Riley's security system by 
using a pulse reader in the fingerprint scanner to achieve a live finger detection 
capabilities (as disclosed by Riley) and concurrently gathering inherently specific 
(fingerprint, and retinal configuration) and non-specific (EKG signals, pulse, and spectral 
characteristics of human tissue) biometric parameters (as disclosed by Osten) in order 
to add a further measure of security and to provide extremely high precision protection 
against circumvention, and does not require time consuming and inordinate 
measurement for authentication for purposes such as access control to a secure 
function or fitness to perform a function. Osten does not disclose, the method further 
comprising alerting authorities outside of the aircraft when there is an unusual pulse 
reading from the person. 

Ott discloses a system for automatic machine interrogation of individuals for 
identifying persons seeking access control (Abstract). The system detects and analyzes 
the characteristics of a human body part (col. 3, lines 13-20). The system determines 
the emotional state or tension of the person whose identity has been established. This 
is important where a person who is authorized to remove information from a computer 
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might be nervous because he is intending to do this for illegitimate reasons or under 
duress (col. 2, lines 6-15). It would have been obvious to one having ordinary skill in the 
art at the time the invention was made to use the teachings of Ott to modify the 
combined security system of Riley and Osten by determining the emotional state or 
tension of the person whose identity has been established in order to determine 
whether an authorized person accessing a machine is nervous because he is intending 
to do this for illegitimate reasons or under duress. Ott does not disclose an unusual 
pulse reading from the person. However, it functionally inherent in a human being under 
emotional tension or nervous or under duress to have unusual pulse rate outside the 
normal pulse rate, and the combined system of Riley and Osten that uses pulse within 
a specific range for identification would be able to determine that the unusual pulse 
reading of a nervous or under duress person is outside the specific pulse range it is 
using. 

As to claim 37, refer to claim 24 rejection. 
As to claim 50, refer to claim 24 rejection. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samir A. Ahmed whose telephone number is 703-305- 
9870. The examiner can normally be reached on Mon-Fri 8:30am-6:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Amelia Au can be reached on 703-308-6604. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (BBC) at 866-217-9197 (toll-free). 




